
Java Permission Java methods involved Original Implementation Implementation without security checks Security AspectJ-like advice
java.awt.AWTPermission "listenToAllAWTEvents" java.awt.Toolkit

  public void addAWTEventListener(
          AWTEventListener listener, 
          long eventMask)
  public void removeAWTEventListener(
     AWTEventListener listener)

public void addAWTEventListener(AWTEventListener listener, long eventMask) {
	 AWTEventListener localL = deProxyAWTEventListener(listener); 

	 if (localL == null) {
	 	 return;
	 }
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPermission(SecurityConstants.ALL_AWT_EVENTS_PERMISSION);
	 }
	 synchronized (this) {
	 	 SelectiveAWTEventListener selectiveListener =
	 	 	 (SelectiveAWTEventListener)listener2SelectiveListener.get(localL);
	 	 ...
	 }
}

public void removeAWTEventListener(AWTEventListener listener) {
	 AWTEventListener localL = deProxyAWTEventListener(listener);

	 if (listener == null) {
	 	 return;
	 }
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPermission(SecurityConstants.ALL_AWT_EVENTS_PERMISSION);
	 }
	 ...
}

public void addAWTEventListener(AWTEventListener listener, long eventMask) {
	 AWTEventListener localL = deProxyAWTEventListener(listener); 

	 if (localL == null) {
	 	 return;
	 }
	 synchronized (this) {
	 	 SelectiveAWTEventListener selectiveListener =
	 	 	 (SelectiveAWTEventListener)listener2SelectiveListener.get(localL);
	 	 ...
	 }
}

public void removeAWTEventListener(AWTEventListener listener) {
	 AWTEventListener localL = deProxyAWTEventListener(listener);

	 if (listener == null) {
	 	 return;
	 }
	 ...
}

after() returning(AWTEventListener localL) : 
	 execution(* java.awt.Toolkit.deProxyAWTEventListener(..)) &&
	 withincode(<method1>) 
{
	 if (localL != null) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkPermission(SecurityConstants.ALL_AWT_EVENTS_PERMISSION);
	 	 }
	 }
}

after() returning(AWTEventListener localL, AWTEventListener listener) : 
	 execution(* java.awt.Toolkit.deProxyAWTEventListener(..)) && args(listener)
	 withincode(<method1>) 
{
	 if (listener != null) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkPermission(SecurityConstants.ALL_AWT_EVENTS_PERMISSION);
	 	 }
	 }
}

java.io.FilePermission "{name}", "delete" java.io.File
  public boolean delete()
  public void deleteOnExit()

public boolean delete() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkDelete(path);
	 }
	 return fs.delete(this);
}

public void deleteOnExit() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkDelete(path);
	 }
	 fs.deleteOnExit(this);
}

public boolean delete() {
	 return fs.delete(this);
}

public void deleteOnExit() {
	 fs.deleteOnExit(this);
}

before(File file): ( execution(<method1>) || execution(<method2>) ) && this(file) 
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkDelete(file.path);
	 }
}

java.io.FilePermission "{name}", "read" java.io.FileInputStream
  FileInputStream(String name)
  FileInputStream(File file)

public FileInputStream(File file) throws FileNotFoundException {
	 String name = (file != null ? file.getPath() : null);
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(name);
	 }
	 if (name == null) {
	 	 throw new NullPointerException();
	 }
	 fd = new FileDescriptor();
	 open(name);
}

public FileInputStream(File file) throws FileNotFoundException {
	 String name = (file != null ? file.getPath() : null);
	 if (name == null) {
	 	 throw new NullPointerException();
	 }
	 fd = new FileDescriptor();
	 open(name);
}

before(File file): execution(<constructor>) && args(file) {
	 String name = (file != null ? file.getPath() : null);
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(name);
	 }
}

java.io.FilePermission "{name}", "read" java.io.File
  public boolean exists()
  public boolean canRead()
  public boolean isFile()
  public boolean isDirectory()
  public boolean isHidden()
  public long lastModified()
  public long length()
  public String[] list()
  public String[] list(
           FilenameFilter filter)
  public File[] listFiles()
  public File[] listFiles(
           FilenameFilter filter)
  public File[] listFiles(
           FileFilter filter)

public boolean exists() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_EXISTS) != 0);
}

public boolean canRead() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return fs.checkAccess(this, false);
}

public boolean isFile() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_REGULAR) != 0);
}

public boolean isDirectory() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_DIRECTORY)
	 	 	 != 0);
}

public boolean isHidden() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_HIDDEN) != 0);
}

public long lastModified() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return fs.getLastModifiedTime(this);
}

public long length() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return fs.getLength(this);
}

public String[] list() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(path);
	 }
	 return fs.list(this);
}

public boolean exists() {
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_EXISTS) != 0);
}

public boolean canRead() {
	 return fs.checkAccess(this, false);
}

public boolean isFile() {
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_REGULAR) != 0);
}

public boolean isDirectory() {
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_DIRECTORY)
	 	 	 != 0);
}

public boolean isHidden() {
	 return ((fs.getBooleanAttributes(this) & FileSystem.BA_HIDDEN) != 0);
}

public long lastModified() {
	 SecurityManager security = System.getSecurityManager();
	 return fs.getLastModifiedTime(this);
}

public long length() {
	 return fs.getLength(this);
}

public String[] list() {
	 return fs.list(this);
}

before(File file): ( execution(<method1>) || execution(<method2>) || ... ) && this(file)
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(file.path);
	 }
}

java.io.FilePermission "{name}", "write" java.io.FileOutputStream 
  FileOutputStream(File file)
  FileOutputStream(String name)
  FileOutputStream(String name, 
                   boolean append)
  FileOutputStream(File file, 
                   boolean append)

public FileOutputStream(File file, boolean append)
throws FileNotFoundException
{
	 String name = (file != null ? file.getPath() : null);
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(name);
	 }
	 if (name == null) {
	 	 throw new NullPointerException();
	 }
	 ...
}

public FileOutputStream(File file, boolean append)
throws FileNotFoundException
{
	 String name = (file != null ? file.getPath() : null);
	 if (name == null) {
	 	 throw new NullPointerException();
	 }
	 ...
}

before(File file): execution(<method1>) && args(file,..){
	 String name = (file != null ? file.getPath() : null);
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(name);
	 }
}

java.io.FilePermission "{name}", "write" java.io.File
  public boolean canWrite()
  public boolean createNewFile()
  public boolean mkdir()
  public boolean mkdirs()
  public boolean setReadOnly()

public boolean canWrite() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(path);
	 }
	 return fs.checkAccess(this, true);
}

public boolean createNewFile() throws IOException {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) security.checkWrite(path);
	 return fs.createFileExclusively(path);
}

public boolean mkdir() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(path);
	 }
	 return fs.createDirectory(this);
}

public boolean setReadOnly() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(path);
	 }
	 return fs.setReadOnly(this);
}

public boolean canWrite() {
	 return fs.checkAccess(this, true);
}

public boolean createNewFile() throws IOException {
	 return fs.createFileExclusively(path);
}

public boolean mkdir() {
	 return fs.createDirectory(this);
}

public boolean setReadOnly() {
	 return fs.setReadOnly(this);
}

before(File file): ( execution(<method1>) || execution(<method2>) || ...) &&
                   this(file); 
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(file.path);
	 }
}

java.io.FilePermission "{name}", "write" java.io.File
  public boolean renameTo(File dest)

public boolean renameTo(File dest) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(path);
	 	 security.checkWrite(dest.path);
	 }
	 return fs.rename(this, dest);
}

public boolean renameTo(File dest) {
	 return fs.rename(this, dest);
}

before(File file, Files dest): execution(<method>) && this(file) && args(dest) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(file.path);
	 	 security.checkWrite(dest.path);
	 }
}

java.io.FilePermission "{name}", "write" java.io.File
  public boolean setLastModified(long time)

public boolean setLastModified(long time) {
	 if (time < 0) throw new IllegalArgumentException("Negative time");
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkWrite(path);
	 }
	 return fs.setLastModifiedTime(this, time);
}

public boolean setLastModified(long time) {
	 if (time < 0) throw new IllegalArgumentException("Negative time");
	 return fs.setLastModifiedTime(this, time);
}

before(File file, long time): execution(<method>) && this(file) && args(time) {
	 if (time >= 0) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkWrite(file.path);
	 	 }
	 }
}

java.io.SerializablePermission "enableSubstitution"java.io.ObjectInputStream
  protected final boolean 
    enableResolveObject(boolean enable);

protected boolean enableResolveObject(boolean enable)
throws SecurityException
{
	 if (enable == enableResolve) {
	 	 return enable;
	 }
	 if (enable) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPermission(SUBSTITUTION_PERMISSION);
	 	 }
	 }
	 enableResolve = enable;
	 return !enableResolve;
}

protected boolean enableResolveObject(boolean enable)
{
	 if (enable == enableResolve) {
	 	 return enable;
	 }
	 enableResolve = enable;
	 return !enableResolve;
}

before(boolean enable): set(boolean ObjectInputStream.enableResolve) && args(enable) &&
	 withincode(<method>)
{
	 if (enable) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPermission(SUBSTITUTION_PERMISSION);
	 	 }
	 }
}

java.lang.RuntimePermission "loadLibrary.{libName}"java.lang.Runtime
  public void load(String lib)
  synchronized void load0(Class fromClass, String name) 
  public void loadLibrary(String lib)
  synchronized void loadLibrary0(Class fromClass, String name) 
java.lang.System
  public static void load(String filename)
  public static void loadLibrary(
                          String libname)

synchronized void load0(Class fromClass, String filename) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkLink(filename);
	 }
	 if (!(new File(filename).isAbsolute())) {
	 	 throw new UnsatisfiedLinkError(
	 	 	 	 "Expecting an absolute path of the library: " + filename);
	 }
	 ClassLoader.loadLibrary(fromClass, filename, true);
}

synchronized void loadLibrary0(Class fromClass, String libname) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkLink(libname);
	 }
	 if (libname.indexOf((int)File.separatorChar) != -1) {
	 	 throw new UnsatisfiedLinkError(
	 	 	 	 "Directory separator should not appear in library name: " + libname);
	 }
	 ClassLoader.loadLibrary(fromClass, libname, false);
}

synchronized void load0(Class fromClass, String filename) {
	 if (!(new File(filename).isAbsolute())) {
	 	 throw new UnsatisfiedLinkError(
	 	 	 	 "Expecting an absolute path of the library: " + filename);
	 }
	 ClassLoader.loadLibrary(fromClass, filename, true);
}

synchronized void loadLibrary0(Class fromClass, String libname) {
	 if (libname.indexOf((int)File.separatorChar) != -1) {
	 	 throw new UnsatisfiedLinkError(
	 	 	 	 "Directory separator should not appear in library name: " + libname);
	 }
	 ClassLoader.loadLibrary(fromClass, libname, false);
}

before(String name): ( execution(<method1>) || execution(<method2>) ) && 
	 args(..,name)
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkLink(name);
	 }
	
}

java.util.PropertyPermission "{key}", "read" java.lang.System
  public static String 
      getProperty(String key)
  public static String 
      getProperty(String key, String def)

public static String getProperty(String key) {
	 checkKey(key);
	 if (security != null) {
	 	 security.checkPropertyAccess(key);
	 }
	 return props.getProperty(key);
}

public static String getProperty(String key, String def) {
	 checkKey(key);
	 if (security != null) {
	 	 security.checkPropertyAccess(key);
	 }
	 return props.getProperty(key, def);
}

public static String getProperty(String key) {
	 checkKey(key);
	 return props.getProperty(key);
}

public static String getProperty(String key, String def) {
	 checkKey(key);
	 return props.getProperty(key, def);
}

after(String key): execution(* java.lang.System.checkKey(..)) && args(key) &&
  ( withincode(execution(<method1>) || execution(<method1>) ) 
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPropertyAccess(key);
	 }
}

java.util.PropertyPermission "{key}", "write" java.lang.System
  public static String 
    setProperty(String key, String value)

public static String setProperty(String key, String value) {
	 checkKey(key);
	 if (security != null)
	 	 security.checkPermission(new PropertyPermission(key,
	 	 	 	 SecurityConstants.PROPERTY_WRITE_ACTION));
	 return (String) props.setProperty(key, value);
}

public static String setProperty(String key, String value) {
	 checkKey(key);
	 return (String) props.setProperty(key, value);
}

after(String key): execution(* java.lang.System.checkKey(..)) && args(key) &&
  withincode(execution(<method>) 
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPermission(new PropertyPermission(key,
	 	 	 	 SecurityConstants.PROPERTY_WRITE_ACTION));
	 }
} 

java.net.SocketPermission "{host}", "resolve" java.net.InetAddress
  public String getHostName()
  private static String getHostFromNameService(InetAddress addr, boolean check)

private static String getHostFromNameService(InetAddress addr, boolean check) {
	 String host;
	 try {
	 	 // first lookup the hostname
	 	 host = nameService.getHostByAddr(addr.getAddress());

	 	 /* check to see if calling code is allowed to know
	 	  * the hostname for this IP address, ie, connect to the host
	 	  */
	 	 if (check) {
	 	 	 SecurityManager sec = System.getSecurityManager();
	 	 	 if (sec != null) {
	 	 	 	 sec.checkConnect(host, -1);
	 	 	 }
	 	 }
	 	 ...

	 } catch (Exception e) {
	 	 host = addr.getHostAddress();
	 } catch (UnknownHostException e) {
	 	 host = addr.getHostAddress();
	 }
	 return host;
}

private static String getHostFromNameService(InetAddress addr, boolean check) {
	 String host;
	 try {
	 	 // first lookup the hostname
	 	 host = nameService.getHostByAddr(addr.getAddress());

	 	 ...

	 } catch (UnknownHostException e) {
	 	 host = addr.getHostAddress();
	 }
	 return host;
}

around(boolean check): execution(<method1>) && args(.., check) 
{
	 try {
	 	 // first lookup the hostname
	 	 String host = InetAddress.nameService.getHostByAddr(addr.getAddress());

	 	 /* check to see if calling code is allowed to know
	 	  * the hostname for this IP address, ie, connect to the host
	 	  */
	 	 if (check) {
	 	 	 SecurityManager sec = System.getSecurityManager();
	 	 	 if (sec != null) {
	 	 	 	 sec.checkConnect(host, -1);
	 	 	 }
	 	 }
	 	 host = proceed(thisObj, check);

	 } catch (Exception e) {
	 	 host = addr.getHostAddress();
	 }
	 return host;
}

java.net.SocketPermission "{host}", "resolve" java.net.InetAddress
  public static InetAddress[]
                  getAllByName(String host)
  private static InetAddress[] getAllByName0 (
                  String host, InetAddress reqAddr, boolean check)

private static InetAddress[] getAllByName0 (String host, InetAddress reqAddr, boolean check)
throws UnknownHostException  {

	 /* If it gets here it is presumed to be a hostname */
	 /* Cache.get can return: null, unknownAddress, or InetAddress[] */
	 Object obj = null;
	 Object objcopy = null;

	 /* make sure the connection to the host is allowed, before we
	  * give out a hostname
	  */
	 if (check) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkConnect(host, -1);
	 	 }
	 }
	 ...
}

private static InetAddress[] getAllByName0 (String host, InetAddress reqAddr, boolean check)
throws UnknownHostException  {

	 /* If it gets here it is presumed to be a hostname */
	 /* Cache.get can return: null, unknownAddress, or InetAddress[] */
	 Object obj = null;
	 Object objcopy = null;	
	 ...
}

before(String host, boolean check): execution(<method>) && args(host,..,check) {
	 if (check) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkConnect(host, -1);
	 	 }
	 }

}

java.net.SocketPermission "{host}", "resolve" java.net.InetAddress
  public static InetAddress getLocalHost()

public static InetAddress getLocalHost() throws UnknownHostException {

	 SecurityManager security = System.getSecurityManager();
	 try {
	 	 String local = impl.getLocalHostName();

	 	 if (security != null) {
	 	 	 security.checkConnect(local, -1);
	 	 }
	 	 // we are calling getAddressFromNameService directly
	 	 // to avoid getting localHost from cache

	 	 InetAddress[] localAddrs;
	 	 try {
	 	 	 localAddrs =
	 	 	 	 (InetAddress[]) InetAddress.getAddressFromNameService(local, null);
	 	 } catch (UnknownHostException uhe) {
	 	 	 throw new UnknownHostException(local + ": " + uhe.getMessage());
	 	 }
	 	 return localAddrs[0];
	 } catch (java.lang.SecurityException e) {
	 	 return impl.loopbackAddress();
	 }
}

public static InetAddress getLocalHost() throws UnknownHostException {

	 String local = impl.getLocalHostName();

	 // we are calling getAddressFromNameService directly
	 // to avoid getting localHost from cache 

	 InetAddress[] localAddrs;
	 try {
	 	 localAddrs =
	 	 	 (InetAddress[]) InetAddress.getAddressFromNameService(local, null);
	 } catch (UnknownHostException uhe) {
	 	 throw new UnknownHostException(local + ": " + uhe.getMessage());
	 }
	 return localAddrs[0];
}

around(): execution(<method>) {
	 SecurityManager security = System.getSecurityManager();
	 try { 
	 	 String local = InetAddress.impl.getLocalHostName();

	 	 if (security != null) {
	 	 	 security.checkConnect(local, -1);
	 	 }
	 	 return proceed();
	 } catch (java.lang.SecurityException e) {
	 	 return InetAddress.impl.loopbackAddress();
	 }
}

java.net.SocketPermission "{host}", "resolve" java.net.DatagramSocket
  public InetAddress getLocalAddress()

public InetAddress getLocalAddress() {
	 if (isClosed())
	 	 return null;
	 InetAddress in = null;
	 try {
	 	 in = (InetAddress) getImpl().getOption(SocketOptions.SO_BINDADDR);
	 	 if (in.isAnyLocalAddress()) {
	 	 	 in = InetAddress.anyLocalAddress();
	 	 }
	 	 SecurityManager s = System.getSecurityManager();
	 	 if (s != null) {
	 	 	 s.checkConnect(in.getHostAddress(), -1);
	 	 }
	 } catch (Exception e) {
	 	 in = InetAddress.anyLocalAddress(); // "0.0.0.0"
	 }
	 return in;
}

public InetAddress getLocalAddress() {
	 if (isClosed())
	 	 return null;
	 InetAddress in = (InetAddress) getImpl().getOption(SocketOptions.SO_BINDADDR);
	 if (in.isAnyLocalAddress()) {
	 	 in = InetAddress.anyLocalAddress();
	 }
	 return in;
}

around(): execution(<method>) {
	 InetAddress in = proceed();
	 SecurityManager s = System.getSecurityManager();
	 try { 
	 	 if (s != null) {
	 	 	 s.checkConnect(in.getHostAddress(), -1);
	 	 }
	 } catch (Exception e) {
	 	 in = InetAddress.anyLocalAddress(); // "0.0.0.0"
	 }
	 return in;
}

java.net.SocketPermission "{host}:{port}", "accept"java.net.ServerSocket
  public Socket accept()
  protected final void implAccept(Socket s)

protected final void implAccept(Socket s) throws IOException {
	 SocketImpl si = null;
	 try {
	 	 if (s.impl == null)
	 	 	 s.setImpl();
	 	 si = s.impl;	     
	 	 s.impl = null;
	 	 si.address = new InetAddress();
	 	 si.fd = new FileDescriptor();
	 	 getImpl().accept(si);

	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkAccept(si.getInetAddress().getHostAddress(),
	 	 	 	 	 si.getPort());
	 	 }
	 } catch (IOException e) {
	 	 if (si != null)
	 	 	 si.reset();
	 	 s.impl = si;
	 	 throw e;
	 } catch (SecurityException e) {
	 	 if (si != null)
	 	 	 si.reset();
	 	 s.impl = si;
	 	 throw e;
	 }
	 s.impl = si;
	 s.postAccept();
}

protected final void implAccept(Socket s) throws IOException {
	 SocketImpl si = null;
	 try {
	 	 if (s.impl == null)
	 	 	 s.setImpl();
	 	 si = s.impl;	     
	 	 s.impl = null;
	 	 si.address = new InetAddress();
	 	 si.fd = new FileDescriptor();
	 	 getImpl().accept(si);
	 } catch (IOException e) {
	 	 if (si != null)
	 	 	 si.reset();
	 	 s.impl = si;
	 	 throw e;
	 }
	 s.impl = si;
	 s.postAccept();
}

java.net.SocketPermission "{host}:{port}", "connect"java.net.Socket
  Socket(...)
  Socket(Proxy proxy)

public Socket(Proxy proxy) {
	 if (proxy != null && proxy.type() == Proxy.Type.SOCKS) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 InetSocketAddress epoint = (InetSocketAddress) proxy.address();
	 	 if (security != null) {
	 	 	 if (epoint.isUnresolved())
	 	 	 	 epoint = new InetSocketAddress(epoint.getHostName(), epoint.getPort());
	 	 	 if (epoint.isUnresolved())
	 	 	 	 security.checkConnect(epoint.getHostName(), epoint.getPort());
	 	 	 else
	 	 	 	 security.checkConnect(epoint.getAddress().getHostAddress(),
	 	 	 	 	 	 epoint.getPort());
	 	 }
	 	 impl = new SocksSocketImpl(proxy);
	 	 impl.setSocket(this);
	 } else {
	 	 if (proxy == Proxy.NO_PROXY) {
	 	 	 if (factory == null) {
	 	 	 	 impl = new PlainSocketImpl();
	 	 	 	 impl.setSocket(this);
	 	 	 } else
	 	 	 	 setImpl();
	 	 } else
	 	 	 throw new IllegalArgumentException("Invalid Proxy");
	 }
}

public Socket(Proxy proxy) {
	 if (proxy != null && proxy.type() == Proxy.Type.SOCKS) {
	 	 impl = new SocksSocketImpl(proxy);
	 	 impl.setSocket(this);
	 } else {
	 	 if (proxy == Proxy.NO_PROXY) {
	 	 	 if (factory == null) {
	 	 	 	 impl = new PlainSocketImpl();
	 	 	 	 impl.setSocket(this);
	 	 	 } else
	 	 	 	 setImpl();
	 	 } else
	 	 	 throw new IllegalArgumentException("Invalid Proxy");
	 }
}

before(Proxy proxy): call(SocksSocketImpl(..)) && args(proxy) && withincode(<constructor>) 
{
	 InetSocketAddress epoint = (InetSocketAddress) proxy.address();
	 if (security != null) {
	 	 if (epoint.isUnresolved())
	 	 	 epoint = new InetSocketAddress(epoint.getHostName(), epoint.getPort());
	 	 if (epoint.isUnresolved())
	 	 	 security.checkConnect(epoint.getHostName(), epoint.getPort());
	 	 else
	 	 	 security.checkConnect(epoint.getAddress().getHostAddress(),
	 	 	 	 	 epoint.getPort());
	 }
}

java.io.FilePermission "{name}","read" java.util.zip.ZipFile
  ZipFile(String name)
    ZipFile(File file, int mode)

public ZipFile(File file, int mode) throws IOException {
	 if (((mode & OPEN_READ) == 0) || 
	 	 	 ((mode & ~(OPEN_READ | OPEN_DELETE)) != 0)) {
	 	 throw new IllegalArgumentException("Illegal mode: 0x"+ 
	 	 	 	 Integer.toHexString(mode));
	 }
	 String name = file.getPath();
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkRead(name);
	 	 if ((mode & OPEN_DELETE) != 0) {
	 	 	 sm.checkDelete(name);
	 	 }
	 }
	 long jzfileCopy = open(name, mode, file.lastModified());
	 this.name = name;

	 ...
}

public ZipFile(File file, int mode) throws IOException {
	 if (((mode & OPEN_READ) == 0) || 
	 	 	 ((mode & ~(OPEN_READ | OPEN_DELETE)) != 0)) {
	 	 throw new IllegalArgumentException("Illegal mode: 0x"+ 
	 	 	 	 Integer.toHexString(mode));
	 }
	 String name = file.getPath();

	 long jzfileCopy = open(name, mode, file.lastModified());
	 this.name = name;

	 ...
}

before(String name, int mode): call(* ZipFile.open(...)) && args(name,mode,..) && 
	 withincode(<constructor>) 
{
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkRead(name);
	 	 if ((mode & OPEN_DELETE) != 0) {
	 	 	 sm.checkDelete(name);
	 	 }
	 }
}

java.io.FilePermission "{name}", "read,write"
java.io.FilePermission "{name}", "read"

java.io.RandomAccessFile
  RandomAccessFile(String name, String mode)
      (where mode is "rw")
java.io.RandomAccessFile
  RandomAccessFile(File file, String mode)
      (where mode is "rw")

public RandomAccessFile(File file, String mode)
throws FileNotFoundException
{
	 String name = (file != null ? file.getPath() : null);
	 int imode = -1;
	 if (mode.equals("r"))
	 	 imode = O_RDONLY;
	 else if (mode.startsWith("rw")) {
	 	 imode = O_RDWR;
	 	 rw = true;
	 	 if (mode.length() > 2) {
	 	 	 if (mode.equals("rws"))
	 	 	 	 imode |= O_SYNC;
	 	 	 else if (mode.equals("rwd"))
	 	 	 	 imode |= O_DSYNC;
	 	 	 else
	 	 	 	 imode = -1;
	 	 }
	 }
	 if (imode < 0)
	 	 throw new IllegalArgumentException("Illegal mode \"" + mode
	 	 	 	 + "\" must be one of "
	 	 	 	 + "\"r\", \"rw\", \"rws\","
	 	 	 	 + " or \"rwd\"");
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkRead(name);
	 	 if (rw) {
	 	 	 security.checkWrite(name);
	 	 }
	 }
	 if (name == null) {
	 	 throw new NullPointerException();
	 }
	 fd = new FileDescriptor();
	 open(name, imode);
}

public RandomAccessFile(File file, String mode)
throws FileNotFoundException
{
	 String name = (file != null ? file.getPath() : null);
	 int imode = -1;
	 if (mode.equals("r"))
	 	 imode = O_RDONLY;
	 else if (mode.startsWith("rw")) {
	 	 imode = O_RDWR;
	 	 rw = true;
	 	 if (mode.length() > 2) {
	 	 	 if (mode.equals("rws"))
	 	 	 	 imode |= O_SYNC;
	 	 	 else if (mode.equals("rwd"))
	 	 	 	 imode |= O_DSYNC;
	 	 	 else
	 	 	 	 imode = -1;
	 	 }
	 }
	 if (imode < 0)
	 	 throw new IllegalArgumentException("Illegal mode \"" + mode
	 	 	 	 + "\" must be one of "
	 	 	 	 + "\"r\", \"rw\", \"rws\","
	 	 	 	 + " or \"rwd\"");
	 if (name == null) {
	 	 throw new NullPointerException();
	 }
	 fd = new FileDescriptor();
	 open(name, imode);
}

before(): execution(<constructor>) {
	 String name = (file != null ? file.getPath() : null);
	 int imode = -1;
	 if (mode.equals("r"))
	 	 imode = O_RDONLY;
	 else if (mode.startsWith("rw")) {
	 	 imode = O_RDWR;
	 	 rw = true;
	 	 if (mode.length() > 2) {
	 	 	 if (mode.equals("rws"))
	 	 	 	 imode |= O_SYNC;
	 	 	 else if (mode.equals("rwd"))
	 	 	 	 imode |= O_DSYNC;
	 	 	 else
	 	 	 	 imode = -1;
	 	 }
	 }
	 if (imode >= 0) {
	 	 SecurityManager security = System.getSecurityManager();
	 	 if (security != null) {
	 	 	 security.checkRead(name);
	 	 	 if (rw) {
	 	 	 	 security.checkWrite(name);
	 	 	 }
	 	 }
	 }
}

java.lang.RuntimePermission "getClassLoader" java.lang.Class
  public ClassLoader getClassLoader()

public ClassLoader getClassLoader() {
	 ClassLoader cl = getClassLoader0();
	 if (cl == null)
	 	 return null;
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 ClassLoader ccl = ClassLoader.getCallerClassLoader();
	 	 if (ccl != null && ccl != cl && !cl.isAncestor(ccl)) {
	 	 	 sm.checkPermission(SecurityConstants.GET_CLASSLOADER_PERMISSION);
	 	 }
	 }
	 return cl;
}

public ClassLoader getClassLoader() {
	 ClassLoader cl = getClassLoader0();
	 if (cl == null)
	 	 return null;
	 return cl;
}

after() returning(ClassLoader cl): execution(* ClassLoader.getClassLoader0()) &&
	 withincode(<method>) 
{ 
	 if (cl != null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 ClassLoader ccl = ClassLoader.getCallerClassLoader();
	 	 	 if (ccl != null && ccl != cl && !cl.isAncestor(ccl)) {
	 	 	 	 sm.checkPermission(SecurityConstants.GET_CLASSLOADER_PERMISSION);
	 	 	 }
	 	 }
	 }
}

GET_CLASSLOADER_PERMISSION
  public ClassLoader getParent()

public final ClassLoader getParent() {
	 if (parent == null)
	 	 return null;
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 ClassLoader ccl = getCallerClassLoader();
	 	 if (ccl != null && !isAncestor(ccl)) {
	 	 	 sm.checkPermission(SecurityConstants.GET_CLASSLOADER_PERMISSION);
	 	 }
	 }
	 return parent;
}

public final ClassLoader getParent() {
	 return parent;
}

before(): execution(<method>) {
	 if (parent != null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 ClassLoader ccl = getCallerClassLoader();
	 	 	 if (ccl != null && !isAncestor(ccl)) {
	 	 	 	 sm.checkPermission(SecurityConstants.GET_CLASSLOADER_PERMISSION);
	 	 	 }
	 	 }
	 }
}

    java.lang.Runtime
  public Process exec(String command)
  public Process exec(String command, 
                      String envp[])
  public Process exec(String cmdarray[])
  public Process exec(String cmdarray[], 
                      String envp[])
java.lang.ProcessBuilder
  public Process start()

public Process start() throws IOException {
	 // Must convert to array first -- a malicious user-supplied
	 // list might try to circumvent the security check.
	 String[] cmdarray = command.toArray(new String[command.size()]);
	 for (String arg : cmdarray)
	 	 if (arg == null)
	 	 	 throw new NullPointerException();
	 // Throws IndexOutOfBoundsException if command is empty
	 String prog = cmdarray[0];

	 SecurityManager security = System.getSecurityManager();
	 if (security != null)
	 	 security.checkExec(prog);

	 String dir = directory == null ? null : directory.toString();

	 return ProcessImpl.start(cmdarray,
	 	 	 environment,
	 	 	 dir,
	 	 	 redirectErrorStream);
}

public Process start() throws IOException {
	 // Must convert to array first -- a malicious user-supplied
	 // list might try to circumvent the security check.
	 String[] cmdarray = command.toArray(new String[command.size()]);
	 for (String arg : cmdarray)
	 	 if (arg == null)
	 	 	 throw new NullPointerException();
	
	 String dir = directory == null ? null : directory.toString();

	 return ProcessImpl.start(cmdarray,
	 	 	 environment,
	 	 	 dir,
	 	 	 redirectErrorStream);
}

before(String[] cmdarray): execution(* ProcessImpl.start(...)) && args(cmdarray,...) &&
	 withincode(<method>) 
{
	 // Throws IndexOutOfBoundsException if command is empty
	 String prog = cmdarray[0];

	 SecurityManager security = System.getSecurityManager();
	 if (security != null)
	 	 security.checkExec(prog);
}
	

java.lang.RuntimePermission "modifyThreadGroup"java.lang.ThreadGroup
  ThreadGroup(String name)
  ThreadGroup(ThreadGroup parent, 
              String name)

public ThreadGroup(ThreadGroup parent, String name) {
	 if (parent == null) {
	 	 throw new NullPointerException();
	 }
	 parent.checkAccess();
	 this.name = name;
	 this.maxPriority = parent.maxPriority;
	 this.daemon = parent.daemon;
	 this.vmAllowSuspension = parent.vmAllowSuspension;
	 this.parent = parent;
	 parent.add(this);
}

public ThreadGroup(ThreadGroup parent, String name) {
	 if (parent == null) {
	 	 throw new NullPointerException();
	 }
	 this.name = name;
	 this.maxPriority = parent.maxPriority;
	 this.daemon = parent.daemon;
	 this.vmAllowSuspension = parent.vmAllowSuspension;
	 this.parent = parent;
	 parent.add(this);
}

before(ThreadGroup parent): execution(<method>) && args(parent,..) { 
	 if (parent != null) {
  	 	 parent.checkAccess();
	 }
}

java.net.SocketPermission( mcastaddr.getHostAddress(), "accept,connect")java.net.MulticastSocket
  public void 
      joinGroup(InetAddress mcastaddr)
  public void 
      leaveGroup(InetAddress mcastaddr)

public void joinGroup(InetAddress mcastaddr) throws IOException {
	 if (isClosed()) {
	 	 throw new SocketException("Socket is closed");
	 }

	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkMulticast(mcastaddr);
	 }

	 if (!mcastaddr.isMulticastAddress()) {
	 	 throw new SocketException("Not a multicast address");
	 }

	 getImpl().join(mcastaddr);
}

public void leaveGroup(InetAddress mcastaddr) throws IOException {
	 if (isClosed()) {
	 	 throw new SocketException("Socket is closed");
	 }

	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkMulticast(mcastaddr);
	 }

	 if (!mcastaddr.isMulticastAddress()) {
	 	 throw new SocketException("Not a multicast address");
	 }

	 getImpl().leave(mcastaddr);
}

public void joinGroup(InetAddress mcastaddr) throws IOException {
	 if (isClosed()) {
	 	 throw new SocketException("Socket is closed");
	 }

	 if (!mcastaddr.isMulticastAddress()) {
	 	 throw new SocketException("Not a multicast address");
	 }

	 getImpl().join(mcastaddr);
}

public void leaveGroup(InetAddress mcastaddr) throws IOException {
	 if (isClosed()) {
	 	 throw new SocketException("Socket is closed");
	 }

	 if (!mcastaddr.isMulticastAddress()) {
	 	 throw new SocketException("Not a multicast address");
	 }

	 getImpl().leave(mcastaddr);
}

before(InetAddress mcastaddr): execution(* InetAddress.isMulticastAddress()) && 
	 this(mcastaddr) && withincode(<method1> || <method2>)
{
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkMulticast(mcastaddr);
	 }
}

java.awt.AWTPermission "readDisplayPixels" java.awt.Graphics2d
  public abstract void 
    setComposite(Composite comp)

java.awt.AWTPermission "createRobot" java.awt.Robot
  public Robot()
  public Robot(GraphicsDevice screen)
  public void init(GraphicsDevice screen)

private void init(GraphicsDevice screen) throws AWTException {
	 checkRobotAllowed();
	 Toolkit toolkit = Toolkit.getDefaultToolkit();
	 if (toolkit instanceof ComponentFactory) {
	 	 peer = ((ComponentFactory)toolkit).createRobot(this, screen);
	 }
}

/* determine if the security policy allows Robot's to be created */
private void checkRobotAllowed() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPermission(SecurityConstants.CREATE_ROBOT_PERMISSION);
	 }
}

private void init(GraphicsDevice screen) throws AWTException {
	 Toolkit toolkit = Toolkit.getDefaultToolkit();
	 if (toolkit instanceof ComponentFactory) {
	 	 peer = ((ComponentFactory)toolkit).createRobot(this, screen);
	 }
}

before(): execution(<method>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPermission(SecurityConstants.CREATE_ROBOT_PERMISSION);
	 }
}

java.awt.AWTPermission "accessEventQueue" java.awt.Toolkit
  public final EventQueue 
               getSystemEventQueue()

public final EventQueue getSystemEventQueue() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkAwtEventQueueAccess();
	 }
	 return getSystemEventQueueImpl();
}

public final EventQueue getSystemEventQueue() {
	 return getSystemEventQueueImpl();
}

before(): execution(<method>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkAwtEventQueueAccess();
	 }
}

java.util.PropertyPermission "*", "read,write" java.beans.Beans
  public static void setDesignTime(
                 boolean isDesignTime)
  public static void setGuiAvailable(
                 boolean isGuiAvailable)

java.beans.Introspector
  public static synchronized void 
    setBeanInfoSearchPath(String path[])

java.beans.PropertyEditorManager
  public static void registerEditor(
                 Class targetType, 
                 Class editorClass)
  public static synchronized void 
    setEditorSearchPath(String path[])

public class Beans {
	 public static void setDesignTime(boolean isDesignTime)
	 throws SecurityException {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPropertiesAccess();
	 	 }
	 	 designTime = isDesignTime;
	 }

	 public static void setGuiAvailable(boolean isGuiAvailable)
	 throws SecurityException {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPropertiesAccess();
	 	 }
	 	 guiAvailable = isGuiAvailable;
	 }
}

public class Introspector {
	 public static synchronized void setBeanInfoSearchPath(String path[]) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPropertiesAccess();
	 	 }
	 	 searchPath = path;
	 }
}

public class PropertyEditorManager {
	 public static void registerEditor(Class<?> targetType, Class<?> editorClass) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPropertiesAccess();
	 	 }
	 	 initialize();
	 	 if (editorClass == null) {
	 	 	 registry.remove(targetType);
	 	 } else {
	 	 	 registry.put(targetType, editorClass);
	 	 }
	 }

	 public static synchronized void setEditorSearchPath(String path[]) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPropertiesAccess();
	 	 }
	 	 initialize();
	 	 if (path == null) {
	 	 	 path = new String[0];
	 	 }
	 	 searchPath = path;
	 }
}

public class Beans {
	 public static void setDesignTime(boolean isDesignTime) {
	 	 designTime = isDesignTime;
	 }

	 public static void setGuiAvailable(boolean isGuiAvailable) {
	 	 guiAvailable = isGuiAvailable;
	 }
}

public class Introspector {
	 public static synchronized void setBeanInfoSearchPath(String path[]) {
	 	 searchPath = path;
	 }
}

public class PropertyEditorManager {
	 public static void registerEditor(Class<?> targetType, Class<?> editorClass) {
	 	 initialize();
	 	 if (editorClass == null) {
	 	 	 registry.remove(targetType);
	 	 } else {
	 	 	 registry.put(targetType, editorClass);
	 	 }
	 }

	 public static synchronized void setEditorSearchPath(String path[]) {
	 	 initialize();
	 	 if (path == null) {
	 	 	 path = new String[0];
	 	 }
	 	 searchPath = path;
	 }
}

before(): execution(<method1> || <method2> || ...) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	     sm.checkPropertiesAccess();
	 }
}

java.lang.RuntimePermission "readFileDescriptor"java.io.FileInputStream
  FileInputStream(FileDescriptor fdObj)

public FileInputStream(FileDescriptor fdObj) {
	 SecurityManager security = System.getSecurityManager();
	 if (fdObj == null) {
	 	 throw new NullPointerException();
	 }
	 if (security != null) {
	 	 security.checkRead(fdObj);
	 }
	 fd = fdObj;
}

public FileInputStream(FileDescriptor fdObj) {
	 if (fdObj == null) {
	 	 throw new NullPointerException();
	 }
	 fd = fdObj;
}

before(FileDescriptor fdObj): execution(<constructor>) && args(fdObj) {
	 SecurityManager security = System.getSecurityManager();
	 if (fdObj != null && security != null) {
	 	 security.checkRead(fdObj);
	 }
}

java.lang.RuntimePermission "writeFileDescriptor"java.io.FileOutputStream
  FileOutputStream(FileDescriptor fdObj)

public FileOutputStream(FileDescriptor fdObj) {
	 SecurityManager security = System.getSecurityManager();
	 if (fdObj == null) {
	 	 throw new NullPointerException();
	 }
	 if (security != null) {
	 	 security.checkWrite(fdObj);
	 }
	 fd = fdObj;
}

public FileOutputStream(FileDescriptor fdObj) {
	 if (fdObj == null) {
	 	 throw new NullPointerException();
	 }
	 fd = fdObj;
}

before(FileDescriptor fdObj): execution(<constructor>) && args(fdObj) {
	 SecurityManager security = System.getSecurityManager();
	 if (fdObj != null && security != null) {
	 	 security.checkWrite(fdObj);
	 }
}

java.io.SerializablePermission "enableSubclassImplementation"java.io.ObjectInputStream
  protected ObjectInputStream()

java.io.ObjectOutputStream
  protected ObjectOutputStream()

public class ObjectInputStrem {
	 protected ObjectInputStream() throws IOException, SecurityException {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPermission(SUBCLASS_IMPLEMENTATION_PERMISSION);
	 	 }
	 	 bin = null;
	 	 handles = null;
	 	 vlist = null;
	 	 enableOverride = true;
	 }
	 ...
}

public class ObjectOutputStream {
	 protected ObjectOutputStream() throws IOException, SecurityException {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 sm.checkPermission(SUBCLASS_IMPLEMENTATION_PERMISSION);
	 	 }
	 	 bout = null;
	 	 handles = null;
	 	 subs = null;
	 	 enableOverride = true;
	 }
	 ...
}

public class ObjectInputStrem {
	 protected ObjectInputStream() {
	 	 bin = null;
	 	 handles = null;
	 	 vlist = null;
	 	 enableOverride = true;
	 }
	 ...
}

public class ObjectOutputStream {
	 protected ObjectOutputStream() {
	 	 bout = null;
	 	 handles = null;
	 	 subs = null;
	 	 enableOverride = true;
	 }
	 ...
}

before(): execution(<constructor>) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(SUBCLASS_IMPLEMENTATION_PERMISSION);
	 }
}

java.lang.RuntimePermission "getProtectionDomain"java.lang.Class
   public ProtectionDomain 
            getProtectionDomain()

public java.security.ProtectionDomain getProtectionDomain() {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(SecurityConstants.GET_PD_PERMISSION);
	 }
	 java.security.ProtectionDomain pd = getProtectionDomain0();
	 if (pd == null) {
	 	 if (allPermDomain == null) {
	 	 	 java.security.Permissions perms = 
	 	 	 	 new java.security.Permissions();
	 	 	 perms.add(SecurityConstants.ALL_PERMISSION);
	 	 	 allPermDomain = 
	 	 	 	 new java.security.ProtectionDomain(null, perms);
	 	 }
	 	 pd = allPermDomain;
	 }
	 return pd;
}

public java.security.ProtectionDomain getProtectionDomain() {
	 java.security.ProtectionDomain pd = getProtectionDomain0();
	 if (pd == null) {
	 	 if (allPermDomain == null) {
	 	 	 java.security.Permissions perms = 
	 	 	 	 new java.security.Permissions();
	 	 	 perms.add(SecurityConstants.ALL_PERMISSION);
	 	 	 allPermDomain = 
	 	 	 	 new java.security.ProtectionDomain(null, perms);
	 	 }
	 	 pd = allPermDomain;
	 }
	 return pd;
}

before(): execution(<method>) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(SecurityConstants.GET_PD_PERMISSION);
	 }
}

java.lang.RuntimePermission "createClassLoader"java.lang.ClassLoader
  ClassLoader()
  ClassLoader(ClassLoader parent)

protected ClassLoader() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkCreateClassLoader();
	 }
	 this.parent = getSystemClassLoader();
	 initialized = true;
}

protected ClassLoader(ClassLoader parent) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkCreateClassLoader();
	 }
	 this.parent = parent;
	 initialized = true;
}

protected ClassLoader() {
	 this.parent = getSystemClassLoader();
	 initialized = true;
}

protected ClassLoader(ClassLoader parent) {
	 this.parent = parent;
	 initialized = true;
}

before(): execution(<constructor1> || <constructor2>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkCreateClassLoader();
	 }
}
	

java.lang.RuntimePermission "shutdownHooks" java.lang.Runtime
  public void addShutdownHook(Thread hook)
  public boolean removeShutdownHook(Thread hook)

public void addShutdownHook(Thread hook) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(new RuntimePermission("shutdownHooks"));
	 }
	 Shutdown.add(hook);
}

public boolean removeShutdownHook(Thread hook) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(new RuntimePermission("shutdownHooks"));
	 }
	 return Shutdown.remove(hook);
}

public void addShutdownHook(Thread hook) {
	 Shutdown.add(hook);
}

public boolean removeShutdownHook(Thread hook) {
	 return Shutdown.remove(hook);
}

before(): execution(<method1> || <method2>) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(new RuntimePermission("shutdownHooks"));
	 }
}

java.util.PropertyPermission "*", "read,write" java.lang.System
  public static Properties 
      getProperties()
  public static void 
      setProperties(Properties props)

public static Properties getProperties() {
	 if (security != null) {
	 	 security.checkPropertiesAccess();
	 }
	 return props;
}

public static void setProperties(Properties props) {
	 if (security != null) {
	 	 security.checkPropertiesAccess();
	 }
	 if (props == null) {
	 	 props = new Properties();
	 	 initProperties(props);
	 }
	 System.props = props;
}

public static Properties getProperties() {
	 return props;
}

public static void setProperties(Properties props) {
	 if (props == null) {
	 	 props = new Properties();
	 	 initProperties(props);
	 }
	 System.props = props;
}

before(): execution(<method1> || <method2>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkPropertiesAccess();
	 }
}

java.lang.RuntimePermission "setIO" java.lang.System
  public static void setIn(InputStream in)
  public static void setOut(PrintStream out)
  public static void setErr(PrintStream err)

public static void setIn(InputStream in) {
	 checkIO();
	 setIn0(in);
}

public static void setOut(PrintStream out) {
	 checkIO();
	 setOut0(out);
}

public static void setErr(PrintStream err) {
	 checkIO();
	 setErr0(err);
}

private static void checkIO() {
	 if (security != null)
	 	 security.checkPermission(new RuntimePermission("setIO"));
}

public static void setIn(InputStream in) {
	 setIn0(in);
}

public static void setOut(PrintStream out) {
	 setOut0(out);
}

public static void setErr(PrintStream err) {
	 setErr0(err);
}

before(): execution(<method1> || <method2> || <method3>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null)
	 	 security.checkPermission(new RuntimePermission("setIO"));
}

java.lang.RuntimePermission "setContextClassLoader"java.lang.Thread
  public void setContextClassLoader
                      (ClassLoader cl)

public void setContextClassLoader(ClassLoader cl) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(new RuntimePermission("setContextClassLoader"));
	 }
	 contextClassLoader = cl;
}

public void setContextClassLoader(ClassLoader cl) {
	 contextClassLoader = cl;
}

before(): execution(<method1>) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 sm.checkPermission(new RuntimePermission("setContextClassLoader"));
	 }
}

java.lang.RuntimePermission "modifyThreadGroup"java.lang.Thread
  public static int 
      enumerate(Thread tarray[])
java.lang.ThreadGroup
  public int enumerate(Thread list[])

public int enumerate(Thread list[]) {
	 checkAccess();
	 return enumerate(list, 0, true);
}

public final void checkAccess() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkAccess(this);
	 }
}

public int enumerate(Thread list[]) {
	 return enumerate(list, 0, true);
}

before(): execution(<method>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkAccess(this);
	 }
}

java.lang.reflect.ReflectPermission "suppressAccessChecks"java.lang.reflect.AccessibleObject
  public static void setAccessible(...)
  public void setAccessible(...)

public static void setAccessible(AccessibleObject[] array, boolean flag)
throws SecurityException {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) sm.checkPermission(ACCESS_PERMISSION);
	 for (int i = 0; i < array.length; i++) {
	 	 setAccessible0(array[i], flag);
	 }
}

public void setAccessible(boolean flag) throws SecurityException {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) sm.checkPermission(ACCESS_PERMISSION);
	 setAccessible0(this, flag);
}

public static void setAccessible(AccessibleObject[] array, boolean flag) {
	 for (int i = 0; i < array.length; i++) {
	 	 setAccessible0(array[i], flag);
	 }
}

public void setAccessible(boolean flag) throws SecurityException {
	 setAccessible0(this, flag);
}

before(): execution(<method>) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) sm.checkPermission(ACCESS_PERMISSION);
}	

java.net.NetPermission "requestPasswordAuthentication"java.net.Authenticator
  public static PasswordAuthentication
       requestPasswordAuthentication(
             InetAddress addr,
             int port,
             String protocol,
             String prompt,
             String scheme)

public static PasswordAuthentication requestPasswordAuthentication(
	 	 InetAddress addr,
	 	 int port,
	 	 String protocol,
	 	 String prompt,
	 	 String scheme) {

	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 NetPermission requestPermission
	 	 = new NetPermission("requestPasswordAuthentication");
	 	 sm.checkPermission(requestPermission);
	 }

	 Authenticator a = theAuthenticator;
	 ...
}

public static PasswordAuthentication requestPasswordAuthentication(
	 	 InetAddress addr,
	 	 int port,
	 	 String protocol,
	 	 String prompt,
	 	 String scheme) {

	 Authenticator a = theAuthenticator;
	 ...
}

before(): execution(<method>) {
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 NetPermission requestPermission
	 	 = new NetPermission("requestPasswordAuthentication");
	 	 sm.checkPermission(requestPermission);
	 }
}

java.awt.AWTPermission "readDisplayPixels" java.awt.Graphics2d
  public abstract void 
    setComposite(Composite comp)

java.lang.RuntimePermission "queuePrintJob" java.awt.Toolkit
  public abstract PrintJob getPrintJob(
           Frame frame, String jobtitle,
           Properties props)

java.awt.AWTPermission "accessClipboard" java.awt.Toolkit
  public abstract Clipboard 
                    getSystemClipboard()

java.lang.RuntimePermission "exitVM.{status}" java.lang.Runtime
  public void exit(int status)
  public static void 
      runFinalizersOnExit(boolean value)
java.lang.System
  public static void exit(int status)
  public static void 
      runFinalizersOnExit(boolean value)

public void exit(int status) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkExit(status);
	 }
	 Shutdown.exit(status);
}

public static void runFinalizersOnExit(boolean value) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 try {
	 	 	 security.checkExit(0); 
	 	 } catch (SecurityException e) {
	 	 	 throw new SecurityException("runFinalizersOnExit");
	 	 }
	 }
	 Shutdown.setRunFinalizersOnExit(value);
}

public void exit(int status) {
	 Shutdown.exit(status);
}

public static void runFinalizersOnExit(boolean value) {
	 Shutdown.setRunFinalizersOnExit(value);
}

before(): execution(<method1>) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkExit(status);
	 }
}

before(): execution(<method2>) {	
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 try {
	 	 	 security.checkExit(0); 
	 	 } catch (SecurityException e) {
	 	 	 throw new SecurityException("runFinalizersOnExit");
	 	 }
	 }
}

java.net.NetPermission "specifyStreamHandler" java.net.URL
  URL(...)
    URL(String protocol, String host, int port, String file,
	        URLStreamHandler handler)
    URL(URL context, String spec, URLStreamHandler handler)

public URL(String protocol, String host, int port, String file,
	 	 URLStreamHandler handler) throws MalformedURLException {
	 if (handler != null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 // check for permission to specify a handler
	 	 	 checkSpecifyHandler(sm);
	 	 }
	 }

	 protocol = protocol.toLowerCase();
	 this.protocol = protocol;
	 ...
}

public URL(String protocol, String host, int port, String file,
	 	 URLStreamHandler handler) throws MalformedURLException {
	 protocol = protocol.toLowerCase();
	 this.protocol = protocol;
	 ...
}

before(URLStreamHandler handler): execution(<method>) && args(..,..,..,..,handler) {	
	 if (handler != null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 // check for permission to specify a handler
	 	 	 checkSpecifyHandler(sm);
	 	 }
	 }
}

java.sql.SQLPermission "setLog" java.sql.DriverManager
  public static synchronized void 
      setLogWriter(PrintWriter out) 

public static void setLogWriter(java.io.PrintWriter out) {

	 SecurityManager sec = System.getSecurityManager();
	 if (sec != null) {
	 	 sec.checkPermission(SET_LOG_PERMISSION);
	 }
	 synchronized (logSync) {
	 	 logStream = null;
	 	 logWriter = out;
	 }
}

public static void setLogWriter(java.io.PrintWriter out) {

	 synchronized (logSync) {
	 	 logStream = null;
	 	 logWriter = out;
	 }
}

before(): execution(<method>) {	
	 SecurityManager sec = System.getSecurityManager();
	 if (sec != null) {
	 	 sec.checkPermission(SET_LOG_PERMISSION);
	 }
}

java.sql.SQLPermission "setLog" java.sql.DriverManager
  public static synchronized void 
      setLogStream(PrintWriter out) 

public static synchronized void setLogStream(java.io.PrintStream out) {

	 SecurityManager sec = System.getSecurityManager();
	 if (sec != null) {
	 	 sec.checkPermission(SET_LOG_PERMISSION);
	 }

	 logStream = out;
	 if ( out != null )
	 	 logWriter = new java.io.PrintWriter(out);
	 else
	 	 logWriter = null;
}

public static synchronized void setLogStream(java.io.PrintStream out) {

	 logStream = out;
	 if ( out != null )
	 	 logWriter = new java.io.PrintWriter(out);
	 else
	 	 logWriter = null;
}

before(): execution(<method>) {	
	 SecurityManager sec = System.getSecurityManager();
	 if (sec != null) {
	 	 sec.checkPermission(SET_LOG_PERMISSION);
	 }
}

java.util.PropertyPermission "user.language","write"java.util.Locale
  public static synchronized void 
            setDefault(Locale newLocale)

public static synchronized void setDefault(Locale newLocale) {
	 if (newLocale == null)
	 	 throw new NullPointerException("Can't set default locale to NULL");

	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) sm.checkPermission(new PropertyPermission
	 	 	 ("user.language", "write"));
	 defaultLocale = newLocale;
}

public static synchronized void setDefault(Locale newLocale) {
	 if (newLocale == null)
	 	 throw new NullPointerException("Can't set default locale to NULL");

	 defaultLocale = newLocale;
}

before(Locale newLocale): execution(<method>) && args(newLocale) {	
	 if (newLocale != null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) sm.checkPermission(new PropertyPermission
	 	 	 ("user.language", "write"));
	 }
}

java.io.FilePermission "{name}", "write" java.io.File
  public static File createTempFile(
          String prefix, String suffix)
  public static File createTempFile(
          String prefix,  String suffix, 
          File directory)

public static File createTempFile(String prefix, String suffix,
	 	 File directory)
throws IOException
{
	 if (prefix == null) throw new NullPointerException();
	 if (prefix.length() < 3)
	 	 throw new IllegalArgumentException("Prefix string too short");
	 String s = (suffix == null) ? ".tmp" : suffix;
	 synchronized (tmpFileLock) {
	 	 if (directory == null) {
	 	 	 String tmpDir = getTempDir();
	 	 	 directory = new File(tmpDir, fs.prefixLength(tmpDir));
	 	 }
	 	 SecurityManager sm = System.getSecurityManager();
	 	 File f;
	 	 do {
	 	 	 f = generateFile(prefix, s, directory);
	 	 } while (!checkAndCreate(f.getPath(), sm));
	 	 return f;
	 }
}

public static File createTempFile(String prefix, String suffix,
	 	 File directory)
throws IOException
{
	 if (prefix == null) throw new NullPointerException();
	 if (prefix.length() < 3)
	 	 throw new IllegalArgumentException("Prefix string too short");
	 String s = (suffix == null) ? ".tmp" : suffix;
	 synchronized (tmpFileLock) {
	 	 if (directory == null) {
	 	 	 String tmpDir = getTempDir();
	 	 	 directory = new File(tmpDir, fs.prefixLength(tmpDir));
	 	 }
	 	 File f;
	 	 do {
	 	 	 f = generateFile(prefix, s, directory);
	 	 } while (!fs.createFileExclusively(f.getPath());
	 	 return f;
	 }
}

after() returning(String filename): execution(* File.generateFile(...)) &&
	 withincode(<method>) 
{
	 SecurityManager sm = System.getSecurityManager();
	 if (sm != null) {
	 	 try {
	 	 	 sm.checkWrite(filename);
	 	 } catch (AccessControlException x) {
	 	 	 /* Throwing the original AccessControlException could disclose
	 	    the location of the default temporary directory, so we
	 	    re-throw a more innocuous SecurityException */
	 	 	 throw new SecurityException("Unable to create temporary file");
	 	 }
	 }
}

java.lang.RuntimePermission("getClassLoader") java.lang.Class
  public static Class forName(
     String name, boolean initialize, 
     ClassLoader loader)

public static Class<?> forName(String name, boolean initialize,
	 	 ClassLoader loader)
	 	 throws ClassNotFoundException	 {

	 if (loader == null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 ClassLoader ccl = ClassLoader.getCallerClassLoader();
	 	 	 if (ccl != null) {
	 	 	 	 sm.checkPermission(
	 	 	 	 	 	 SecurityConstants.GET_CLASSLOADER_PERMISSION);
	 	 	 }
	 	 }
	 }
	 return forName0(name, initialize, loader);
}

public static Class<?> forName(String name, boolean initialize,
	 	 ClassLoader loader)
	 	 throws ClassNotFoundException	 {
	 return forName0(name, initialize, loader);
}

before(ClassLoader loader): execution(<method>) && args(..,..,loader) {
	 if (loader == null) {
	 	 SecurityManager sm = System.getSecurityManager();
	 	 if (sm != null) {
	 	 	 ClassLoader ccl = ClassLoader.getCallerClassLoader();
	 	 	 if (ccl != null) {
	 	 	 	 sm.checkPermission(
	 	 	 	 	 	 SecurityConstants.GET_CLASSLOADER_PERMISSION);
	 	 	 }
	 	 }
	 }
}
	

java.lang.RuntimePermission "setSecurityManager" java.lang.System
  public static synchronized void 
    setSecurityManager(SecurityManager s)

public static void setSecurityManager(final SecurityManager s) {
	 try {
	 	 s.checkPackageAccess("java.lang");
	 } catch (Exception e) {
	 	 // no-op
	 }
	 setSecurityManager0(s);
}

public static void setSecurityManager(final SecurityManager s) {
	 setSecurityManager0(s);
}

around(SecurityManager s): execution(<method>) && args(s) {

 try {
	 	 s.checkPackageAccess("java.lang");
	 } catch (Exception e) {
	 	 // no-op
	 }
	 proceed(s);
}

java.lang.RuntimePermission "modifyThread" java.lang.Thread
  public void interrupt()
  public final void suspend()
  public final void resume()
  public final void setPriority
                     (int newPriority)
  public final void setName(String name)
  public final void setDaemon(boolean on)

public void interrupt() {
	 if (this != Thread.currentThread())
	 	 checkAccess();

	 synchronized (blockerLock) {
	 	 Interruptible b = blocker;
	 	 if (b != null) {
	 	 	 interrupt0();	 	 // Just to set the interrupt flag
	 	 	 b.interrupt();
	 	 	 return;
	 	 }
	 }
	 interrupt0();
}

public final void suspend() {
	 checkAccess();
	 suspend0();
}

public final void resume() {
	 checkAccess();
	 resume0();
}

public final void setPriority(int newPriority) {
	 checkAccess();
	 if (newPriority > MAX_PRIORITY || newPriority < MIN_PRIORITY) {
	 	 throw new IllegalArgumentException();
	 }
	 if (newPriority > group.getMaxPriority()) {
	 	 newPriority = group.getMaxPriority();
	 }
	 setPriority0(priority = newPriority);
}

public final void setName(String name) {
	 checkAccess();
	 this.name = name.toCharArray();
}

public final void setDaemon(boolean on) {
	 checkAccess();
	 if (isAlive()) {
	 	 throw new IllegalThreadStateException();
	 }
	 daemon = on;
}

public final void checkAccess() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkAccess(this);
	 }
}

public void interrupt() {
	 synchronized (blockerLock) {
	 	 Interruptible b = blocker;
	 	 if (b != null) {
	 	 	 interrupt0();	 	 // Just to set the interrupt flag
	 	 	 b.interrupt();
	 	 	 return;
	 	 }
	 }
	 interrupt0();
}

public final void suspend() {
	 checkAccess();
	 suspend0();
}

public final void resume() {
	 checkAccess();
	 resume0();
}

public final void setPriority(int newPriority) {
	 checkAccess();
	 if (newPriority > MAX_PRIORITY || newPriority < MIN_PRIORITY) {
	 	 throw new IllegalArgumentException();
	 }
	 if (newPriority > group.getMaxPriority()) {
	 	 newPriority = group.getMaxPriority();
	 }
	 setPriority0(priority = newPriority);
}

public final void setName(String name) {
	 checkAccess();
	 this.name = name.toCharArray();
}

public final void setDaemon(boolean on) {
	 checkAccess();
	 if (isAlive()) {
	 	 throw new IllegalThreadStateException();
	 }
	 daemon = on;
}

before(Thread thread): execution(<method1>) && this(thread) {
	 if (thread != Thread.currentThread())
	 	 checkAccess();
}

before(): execution(<method2> || <method3> || <method4> || <method5> || <method6>) {
	 checkAccess();
}

public final void checkAccess() {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 security.checkAccess(this);
	 }
}	

java.lang.RuntimePermission "modifyThread". java.lang.Thread
  public final synchronized void 
                    stop(Throwable obj)

public final synchronized void stop(Throwable obj) {
	 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 checkAccess();
	 	 if ((this != Thread.currentThread()) ||
	 	 	 	 (!(obj instanceof ThreadDeath))) {
	 	 	 security.checkPermission(SecurityConstants.STOP_THREAD_PERMISSION);
	 	 }
	 }
	 resume(); // Wake up thread if it was suspended; no-op otherwise
	 stop0(obj);
}

public final synchronized void stop(Throwable obj) {
	 resume(); // Wake up thread if it was suspended; no-op otherwise
	 stop0(obj);
}

before(Thread thread , Throwable obj): execution(<method>) && args(obj) && this(thread) {

 SecurityManager security = System.getSecurityManager();
	 if (security != null) {
	 	 checkAccess();
	 	 if ((thread != Thread.currentThread()) ||
	 	 	 	 (!(obj instanceof ThreadDeath))) {
	 	 	 security.checkPermission(SecurityConstants.STOP_THREAD_PERMISSION);
	 	 }
	 }
}


